RSA Information Risk Management through Information-Centric Security for Financial Services
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The Security Division of EMC

Business World Endpoint

Risks to information
are ubiquitous in
today's business world
coming from both
internal and external

Laptops, Desktops,
Mobile Devices, Peripherals

THREATS
sources. Device Loss / Theft,
Device Takeover,
Data Loss / Corruption,
Data Leak via USB Drive,
Security Policy Violation

With an information-
centric approach,
data is protected at
its source, wherever
it travels, ensuring
authenticity, integrity
and compliance.
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- RSA FraudAction Anti-Phishing,
RSA FraudAction Anti-Trojan

- Data Loss Prevention
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Network

VPN, Intranets,
WAN/LAN, Data Centers,
Branches, E-mail, Internet,
Mobile Network

THREATS

e-espionage, Eavesdropping,
E-Mail Leak, Intercept,
Unavailability

PROFESSIONAL SERVICES

RSA Solution

+ Authentication

- RSA SecurID, RSA Adaptive
Authentication

« Contextual Authorization

- RSA Access Manager,
RSA Federated Identity Manager,
RSA Entitlements Policy Manager

+ Compliance and Monitoring

- RSA enVision

- Data Loss Prevention

- RSA DLP Network

« Configuration Management

- EMC Voyence

Information Risk

isan asset, nota

Applications

Enterprise and
Custom Applications and

Databases, Data Warehouses,

Third-party Applications,
Web Applications
THREATS
Unauthorized Access or
Activity, Unavailability,
Fraud, Unintended
Distribution, Encryption
Key Hack

RSA Solution

« Encryption & Key Management

- RSA BSAFE, RSA Key Manager

- Authentication

- RSA SecurlD, RSA Adaptive
Authentication, RSA Identity
Verification

- Credential Management

- RSA Authentication Manager,
RSA Certificate Manager

- Contextual Authorization

- RSA Access Manager,
RSA Federated Identity Manager,
RSA Entitlements Policy Manager

- Intelligence

- RSA FraudAction Anti-Phishing,
RSA FraudAction Anti-Trojan,
RSA Transaction Monitoring,
RSA Identity Verification

- Compliance & Monitoring

- RSA enVision, EMC Smarts

Database/File Server

Application Servers,
Database Servers,
Print Servers, File Servers,
Replicated Servers,
Virtual Servers
THREATS
Unauthorized Access or
Activity, Data Corruption,
Data Loss,

Data Unavailability,
Security Policy Violation

RSA Solution

« Authentication

- RSA SecurlD

« Encryption & Key Management

- RSA BSAFE, RSA Key Manager

+ Compliance & Monitoring

- RSA enVision, EMC Smarts

« Data Loss Prevention

- RSA DLP Datacenter

Storage

Production Systems,
Backup Systems, Archives,
Virtualized Storage

THREATS

Media Loss / Theft,
Unauthorized Access,
Unauthorized Activity,

Data Corruption, Data Loss,

Data Unavailability

RSA Solution

« Secure Storage

- EMC: Symmetrix, CLARIiON,
(I ENEIEE]

+ Media Encryption

- RSA Key Manager for:
EMC PowerPath, EMC Connectrix
and Native Tape, Partner: Cisco

+ Media Security

- EMC Certified Data Erasure,
Media Retention,
RSA Key Manager

+ Compliance & Monitoring

- RSA enVision, EMC Smarts

- Data Loss Prevention

- RSA DLP Datacenter




